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BIReady th rough our  par tnersh ip wi th  SQL Services  of fers  a Heal th  Check of  SQL Server  

systems to  provide CIO’s  and IT Managers wi th  a snapshot  audi t  o f  the i r  envi ronment  to  

assess i f  the i r  SQL Server  p la t form is  appropr ia te ly conf igured and to  ident i fy i f  SQL 

Server  data  is  a t  r isk  f rom poor database rec overy o r  secur i t y issues.  A  template approach 

is  used that  can be appl ied to  any vers ions of  SQL Server .  The fo l lowing process is  

adopted in  per fo rming a SQL Server  Heal th  Check wi th  a deta i led customer report  

h igh l ight ing r isks  and areas for  improvement  as the end resul t .   

Network/Server  

  Review server  resource inc lud ing ram,  d isk  space avai lab le,  d isk  sub-system 
conf igurat ion.  

  Review other  demands on the SQL Server ,  shared appl icat ions etc .  

  Review network p rotocols  in  p lace to  communicate wi th  SQL Server .  

  Review operat ing system vers ion and  service pack leve l .  

SQL Server  Conf igurat ion  

  Review SQL Server  core  conf igurat ion/parameters  for  appropr ia teness.  

  Review SQL Server  serv ice pack leve l .  

  Review domain accounts  for  s tar t ing SQL Server  services and au to -s tar t  opt ions.  

  Review i f  SQL Mai l  ins ta l led/conf igured proper ly.  

  Review loca t ions of  databases,  t ransact ions logs and backup f i l es  wi th  regard  to  
per formance and recoverabi l i ty .  

  Cons ider  the re la t i ve loading of  SQL Server  on the server  i tse l f .  

Appl icat ion Secur i ty /Connect iv i t y  

  Review the re la t i ve importance of  ind iv idual  SQL Server  appl icat ions wi th  the IT 
Manager /Key users .  

  Review d i f ferent  c l ien t  s ide connect iv i t y to  SQL Server  databases inc lud ing LAN, 
WAN, In ternet .  

  Br ie f l y review any rep l icat ion models  in  p lace.  

  Ident i fy  type of  SQL Server  Secur i t y in  p lace  i .e . ,  W indows or  SQL Server  secur i t y.  

  Ident i fy c l ient  s ide connect iv i t y to  databases us ing SQL report ing too ls  e .g.  SQL 
Server  Report ing Services,  Access,  Crysta l .  

  Ident i fy  i f  u t i l isat ion  of  ‘ sa ’  user  an d password  i s  appropr ia te.  

  Review appropr ia teness of  developers  work ing on product ion servers .  

Backup/Recovery Scenar io  

  Review backup conf igurat ion,  capac i ty ,  f requency and completeness o f  backup.  

  Review SQL Server  backup schedules for  a l l  databases and t r ansact ion logs for  
completeness,  f requency and recoverabi l i t y fo l lowing crashes.  

  Review i f  database in tegr i ty check ing is  in  p lace and ver i f y process and f requency.  

  Review use of  SQL Server  system a le r ts  and not i f icat ion i f  in  p lace.  

  Ident i fy  database recoverabi l i ty  in  the even t  o f  system crashes or  database corrupt ion  
e.g.  1  hour,  1  day,  o r  1  week of  los t  da ta.  

For  more deta i l  and to  get  a  quotat ion on your par t icu la r  envi ronment ,  p lease contact  Ian 

Nicholson on  +61 2 8880 5111 or  +61  418 230 069 

 


